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How it all started?

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• Intersecting MSRPC call during traffic analysis
• DC network interfaces in cleartext

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



6How it all started?
•

Alignment
Move the bar holding down *Shift* key to 

make sure it is properly aligned.

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• There were no authentication header, auth length=0, which means RPC auth 
level is None

• After some googling, Airbus research [1] about enumerating network interface 
without authentication using IOXIDReslover interface surfaced 

[1] https://www.cyber.airbus.com/the-oxid-resolver-part-1-remote-enumeration-of-network-interfaces-without-any-authentication/

https://www.cyber.airbus.com/the-oxid-resolver-part-1-remote-enumeration-of-network-interfaces-without-any-authentication/
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RPC,DCE/RPC, 
MSRPC •

Alignment
Move the bar holding down *Shift* key to 

make sure it is properly aligned.

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• Remote Procedure Call, also known as a function call or a subroutine call, is a 
protocol that uses the client-server model in order to allow one program to request 
service from a another program 

• DCE/RPC is a special implementation of RPC for Distributed Computing 
Environment (DCE)

• MSRPC stands Microsoft Remote Procedure Call. It is a specific implementation of 
the Remote Procedure Call [1]

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

[1] https://learn.microsoft.com/en-us/windows/win32/rpc/rpc-start-page
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•
Alignment

Move the bar holding down *Shift* key to 
make sure it is properly aligned.

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

Interface Exposure:
A process exposes its functionality through interfaces

Unique UUID (Universal Unique Identifier) and version:
Each interface is uniquely identified by a UUID (IID) and version

Binding:
In order to call a procedure or function on a remote server, it needs to
bind to the appropriate interface using its unique IID

Procedure Call:
After binding Client can call a method inside interface by request its OPNUM 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

MSRPC Architecture: 
Terms



9MSRPC Architecture: 
Transport Layers 
• TCP: 

stringbinding: “ncacn_ip_tcp:192.168.177.132[135]”
ncacn_ip_tcp: this is protocol sequence
192.168.177.132: this is network address
135: this is the endpoint

• SMB:
stringbinding: “ncacn_np:192.168.0.1[\pipe\spoolss]”
ncacn_np : is protocol sequence
192.168.0.1 : is network address
\pip\spoolss: is endpoint

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



10MSRPC Architecture: 
communication

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

TCP:
1- Make a TCP connection  to IP/PORT 
2- Bind the interface with specific UUID 
3- Server send the binding status
4- Call the function by make request with a specific 

OPNUM 

SMB:
1- Make an SMB connection to the remote host
2- Tree connect to the $IPC share
3- Open the file (\pipe\spoolss)

(nt create andx request)
4- Bind the interface with specific UUID 

(write request to the pipe)
5- Getting the binding status (SMB read request) 
6- Call the function by make request with specific OPNUM 

(SMB write request)
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What Is Null Session? 
•

Alignment
Move the bar holding down *Shift* key to 

make sure it is properly aligned.

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• Null session is used when the access to network resource, most commonly the IPC$ 
"Windows Named Pipe" share, granted without authentication.

• Gather information such as shares, users, groups, registry keys and much more

• When you upgrade your server to domain controller this names pipes can acceded 
through null session “\pipe\netlogon”, “\pipe\samr”, and “\pipe\lsarpc”

• To prevent null session, two related system policies are “Restrict anonymous access 
to Named Pipes and Shares” and “Network access: Named Pipes that can be 
accessed anonymously”

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



12Null Session VS Authentication  
Level 

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• The null session and the authentication level is not
the same 

• The null session is related to named pipes inside
IPC$ share (SMB authentication)

• The null session in this case affected the transport
layer 

• For Interfaces we have the Binding authentication
which affected with authentication level

• Our goal is to concentrate to interfaces that
vulnerable to auth level = 1 and that used TCP
endpoints • You are the boss!

• If you don't need as many 
points, leave them out. Filler 
is bad for you! 



13Restrict Unauthenticated RPC Clients 
policy

• Presenting, not reading
• The less text is on your slides, 
• the better. The rest should be 

rehearsed and presented.

• “Computer Configuration\Administrative Templates\System\Remote Procedure Call”

• System policy that controls how the RPC server runtime handles unauthenticated RPC
clients connecting to RPC servers

• “Authenticated”: The RPC runtime will block access to TCP clients that have not
authenticated with some exceptions 

• “Authenticated without exceptions”: All unauthenticated connections are blocked

• “None”: All RPC clients are allowed to connect to RPC servers running on the machine



14Put It All Together

Restrict anonymous 
access to Named Pipes 
and Shares

Restrict Unauthenticated 
RPC Clients policy
= authenticated But why we can still bind 

IOXIDResolvler
without authentication 

???



Security Research Roadmap Against 
MSRPC Interfaces 

Enumerating RPC 
endpoints

Collecting 
interfaces UUIDs

Brute-force 
OPNUMs

Case study: 
IObjectExporter

interface



16Overview Of System Security Policy For 
Target System 

It’s Windows server 2022 act as DC

1- No null session through IPC$:
“Restrict anonymous access to Named Pipes and Shares” is enabled
“Network access: Named Pipes that can be accessed anonymously” is not defined 

2- Restrict Unauthenticated RPC Clients policy is Authenticated 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



17Research Roadmap: Enumerating 
RPC Endpoints

1- Using Endpoint mapper:

• rpcdump.py is impacket script to enumerate RPC endpoints

• rpcdump uses endpoint mapper service

• Endpoint mapper maintain a dynamic database that map endpoints to the 
UUIDs

• The endpoint mapper service can be acceded through RPC interface call
rpcmapper

• This interface can be acceded through TCP port 135.

• rpcdump.py bind rpcmapper and call a lookup method (opnum 2)

• Syntax: rpcdump.py IP_address

• In our research we will focus on interfaces that used TCP
as transport layer

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



18Research Roadmap: Enumerating 
RPC Endpoints

2- Using NMAP full port scan:

• Many of endpoints are mapped to high TCP 
dynamic ports

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



19Research Roadmap: 
Collecting Interfaces UUIDs
• Rpcmap.py another Impakcet script that is used to 

enumerate all interface inside an endpoint

• It used MGMT interface

• Each endpoint should implement mgmt interface

• We will use endpoints that collected from previous
stage.

• MGMT interface can’t called under our system predefined 
policy without using authentication

• To bypass this problem you can feed the rpcmap a valid
creds • You are the boss!

• If you don't need as many 
points, leave them out. Filler 
is bad for you! 



20Research Roadmap: 
Brute-force OPNUMs

• rpcmap.py involves brute-forcing the OPNUMs for a specific interface

• At this stage we should use auth-level 1 

• rpcmap will give you access dined in every attempt

• rpcmap bind MGMT interface before brute-forcing, to be sure that the interface can be 
accessed through this endpoint 

• MGMT  not affected with no-auth so we will get access dined for every bind attempt 

• Solution:  we should change rpcmap internal work
• You are the boss!

• If you don't need as many 
points, leave them out. Filler 
is bad for you! 



21Research Roadmap: 
Brute-force OPNUMs
• Output: 

rpc_x_bad_stub_data = it called successfully but with bad arguments 
nca_s_op_rng_error = this function is not implemented
success = it’s called successfully 
rpc_access_denied = we don’t have enough permission to call the function

• Bind and brute-force OPNUMs for each UUID collected from previous stages 

• rpc_x_bad_stub_data or success, it means that the methods within these interfaces are 
vulnerable to no authentication

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



22Research Roadmap: 
Case Study (IObjectExporter interface)

• MSRPC vs DCOM

• IObjectExporter or IOXIDResolver [1] is the interface 
used for OXID resolution, pinging, and server aliveness 
tests

• Serveralive2 it is one method inside IObjectExporter
interface and it’s used in DCOM creation process • You are the boss!

• If you don't need as many 
points, leave them out. Filler 
is bad for you! 

[1] https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-dcom/8ed0ae33-56a1-44b7-979f-5972f0e9416c



23Research Roadmap: 
Case Study (IObjectExporter-rpcmap)

• OPNUMs 0, 1, 2, and 4 fall under rpc_x_bad_stub_data
• OPNUMs ranging from 6 to 64 show a range error
• OPNUM 3 and OPNUM 5 return successfully

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



24Research Roadmap: 
Case Study (RPCView)

• RPCView is a free and powerful tool to explore and decompile all RPC 
functionalities

• RPCView will be used to compare the results obtained from the rpcmappy script 
with the actual methods under the IObjectExporter interface on the remote host

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

https://www.rpcview.org/



25Research Roadmap: 
Case Study (RPCView)

• RPCView, decompilation tab shows the declarations of each 
method (Proc) are displayed Methods

• Proc3 and Proc5 can be invoked without any arguments, unlike the 
other methods

• The similarity between Proc3 and Proc5 in the declarations aligns 
with the findings from rpcmap.py 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



26Research Roadmap: 
Case Study (Wireshark)
• We filtered for opnum5 (ServerAlive2)
• Wireshark successfully identifies the request and classifies it as ServerAlive2
• We can also observe the corresponding response from the server with all network 

interfaces

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



27No Authentication Against MS-NRPC 
Protocol
• One of interfaces ”12345678-1234-ABCD-EF00-01234567CFFB v1.0“ acceded under TCP 

endpoint 49664

• The Protocol under this interface is named MS-NRPC 

• Almost all OPNUMs  from 0 to 49 shows rpc_x_bad_stub_data, means that successfully 
called but with bad arguments

• OPNUM  from 49 to 59 is access dined and from 59 to 64 not implemented

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



28What Is MS-NRPC Protocol? 

• The Netlogon Remote Protocol is a remote procedure call (RPC) [1] interface 
that is used for user and machine authentication on domain-based networks. 
The Netlogon Remote Protocol RPC interface is also used to replicate the 
database for backup domain controllers (BDCs)

• This protocol is often access from the \pipe\netlogon named pipe on IPC$ but 
in some cases, it can also be reached through a dynamically assigned TCP port

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

[1] https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/ff8f970f-3e37-40f7-bd4b-af7336e4792f



29RPCView Against MS-NRPC

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



30Wireshark Against MS-NRPC

• Wireshark identifies the protocol under the name RPC_NETLOGON

• Wireshark can identify all the OPNUMS

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



31MS-NRPC Functions 
• Impacket implements MS-NRPC protocol under nrpc.py
• At this stage I’ve started to call each function and check what info we can get
• There are many functions called successfully

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

OPCODE FUNCTION

10 NetrGetDCName

11 NetrGetAnyDCName

19 NetrEnumerateTrustedDomains

27 DsrGetDcNameEx

28 DsrGetSiteName

33 DsrAddressToSiteNamesW

34 DsrGetDcNameEx2 

36 NetrEnumerateTrustedDomainsEx

38 DsrGetDcSiteCoverageW

43 DsrGetForestTrustInformation

44 NetrGetForestTrustInformation



32DsrGetDcNameEx2 function

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

• The DsrGetDcNameEx2 [1] method SHOULD return information about a domain controller (DC) in the 
specified domain and site and checks about user accounts 

• After some googling and under this article from orange cyberdefence [2], They used this function to 
enumerate domain users (bruteforce) but through named pipe (they assumed null session is enabled); it can 
be closed and monitored 

• If the user existed the below information will be returned from the DC 

• If the user doesn't exist the error will be returned 

[1] https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/fb8e1146-a045-4c31-98d1-c68507ad5620
[2] https://sensepost.com/blog/2018/a-new-look-at-null-sessions-and-user-enumeration/

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/fb8e1146-a045-4c31-98d1-c68507ad5620
https://sensepost.com/blog/2018/a-new-look-at-null-sessions-and-user-enumeration/


33NetrEnumerateTrustedDomainsEx Function

• The NetrEnumerateTrustedDomainsEx [1] return a list of trusted domains from a specified 
serve, this method extends NetrEnumerateTrustedDomains by returning an array of 
domains in a more flexible DS_DOMAIN_TRUSTSW structure

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

[1] https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/c3e9870a-0943-4d45-be94-edb9419a1c11

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/b5e7d25a-40b2-41c8-9611-98f53358af66
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/b5e7d25a-40b2-41c8-9611-98f53358af66
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/c3e9870a-0943-4d45-be94-edb9419a1c11


34NAuthNRPC Tool

https://github.com/klsecservices/NauthNRPC



35Metasploit
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How Can You Prevent It?

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



37The Group Policy That Punches Your 
Domain In The Face
• To stop these kind of activates you can set “Restrictions for Unauthenticated 

RPC Clients” to Authenticated without exceptions

• In this case AD service will not work probably as Microsoft mentioned [1]

• lets get WMI as example 

[1] https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/restrictions-for-unauthenticated-rpc-clients-the-group-policy/ba-p/399128

https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/restrictions-for-unauthenticated-rpc-clients-the-group-policy/ba-p/399128


38WMI As A DCOM Object 
• Remote WMI access relies on DCOM architecture

• To interact with WMI server a DCOM object should be created in the remote system

• To create a DCOM object (through windows libraries), serveralive2() function should be 
called under IObjectExporte RPC interface 

• This interface is bind through auth-level=1 as we saw before 

• If the policy Authenticated without exceptions is enabled this stage will fail and the whole 
creation process of DCOM object will fail



39WMI As A DCOM Object

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

• Lets see the network traffic when we make WMI query through 
powershell

• The RPC policy is  “Authenticated” or “None” 
• We have two interfaces will be bound  to create DCOM object: 

IOXIDResolver and ISystemActivator



40WMI As A DCOM Object

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

• When the creation of DCOM object done by using native library, the 
binding of IOXIDResolver interface will be done without authentication 
(auth level = 1) 



41WMI As A DCOM Object

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

• The traffic below will be generated when we set the RPC policy to “Authenticated 
without exceptions” after we made WMI query through powershell

• As we see because the no authentication is stopped we will get access denied 
• As results the WMI service wont work and even any creation of DCOM process 

through native windows libraries  



42How Can You Detect It?

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

you can 
do it kid 



43The Event That Never Occurs (Native 
Protection)
• Audit RPC Events 5712(S): A Remote Procedure Call (RPC) was attempted [2]

• According to Microsoft this event never occurs

• So what is the solution here?
1- you can use Event Tracing for Windows (ETW) info but it’s lack to information and it 
contains a lots of events because it contains local rpc calls
2- you can use third party software called rpcfirewall

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! [1] https://habr.com/ru/companies/rvision/articles/716656/

[2] https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-
protection/auditing/event-5712

https://habr.com/ru/companies/rvision/articles/716656/
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-5712
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-5712


44RPC-Firewall
• Can be used to  audit all remote RPC calls. Once executing any remote attack tools, you 

will see which RPC UUIDs and OPNUMs were called remotely [1][2]

• The RPC Firewall allows to be more granular about the specific OPNUMs we wish to 
block and the source addresses from which we allow RPC calls

• It can be integrated with event viewer and show you logs 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

[1] https://github.com/zeronetworks/rpcfirewall
[2] https://www.youtube.com/watch?v=hz_YPIMeBMI&ab_channel=BlackHat

https://github.com/zeronetworks/rpcfirewall
https://www.youtube.com/watch?v=hz_YPIMeBMI&ab_channel=BlackHat


45Conclusion for this part

• These interfaces are used by many windows services so it’s hard to distinguished 
between legitimate and illegitimate actions

• The whole DC infrastructure should be monitored to check what services use 
these interfaces and in what intensity

• After making some statistics we can put some alerts depending on intensity and 
source addresses 

https://securelist.com/no-
auth-domain-information-
enumeration/112629/



46MSRPC Security 

• I’m sorry …

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

https://www.tiraniddo.dev/2021/08/how-to-secure-windows-rpc-server-and.html



47MSRPC Security 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

https://github.com/akamai/akamai-security-research/tree/main/rpc_toolkit



48MSRPC Security
1. Registration flags 

• When you start your RPC server, you can specify certain flags within RpcServerRegisterIf2

Three interesting flags: 

• RPC_IF_ALLOW_LOCAL_ONLY
• RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH
• RPC_IF_ALLOW_SECURE_ONLY

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

https://learn.microsoft.com/en-us/windows/win32/api/rpcdce/nf-rpcdce-rpcserverregisterif2



49MSRPC Security
1. Registration flags (Security Callback)

• RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH flag

• The callback function returns RPC_S_OK then the call will be allowed, anything else will 
deny the call

• It handle the security check instead of RPC runtime 

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 



50MSRPC Security
1. Registration flags (The Policy)

The Exceptions 
• “Restrict Unauthenticated RPC Clients policy“

• Using RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH 
with security callback the policy won't be affective 

• It will move the authentication handling to 
the application itself

• Using "Authenticated without Exception“ 
will block unauthenticated clients regarding of the flag 



51MSRPC Security
2. Securing the endpoint (for non TCP)

• RpcServerUseProtseqEp is used to register the endpoint 

• The final parameter is optional and it used security descriptor (SD) you assign to the 
endpoint (for named pipes and ALPC)

• You are the boss!
• If you don't need as many 

points, leave them out. Filler 
is bad for you! 

https://learn.microsoft.com/en-us/windows/win32/api/rpcdce/nf-rpcdce-rpcserveruseprotseqep



52MSRPC Security
3. Securing the interface

• RpcServerRegisterIf3  can be use to set optional SecurityDescriptor to the interface 

• What will the token be if there is no authentication?

https://www.tiraniddo.dev/2021/08/how-to-secure-windows-rpc-server-and.html



53MSRPC Security
3. Securing the interface (No Token)

• Reversing rpcrt4 DLL which is RPC runtime library

• No auth = anonymous token (access check) 



54MSRPC Security
4. Binding Authentication

https://learn.microsoft.com/en-us/windows/win32/api/rpcdce/nf-rpcdce-rpcserverregisterauthinfo



55Put It All Together



MS-NRPC Security 
A. Surface Analysis



57Transport



58Transport



59The Policy



60The Policy



61



62



63



64



65What we can get from surface analysis:

1- Registration flags:

• It has  RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH ( meaning it has security callback)
• No RPC_IF_ALLOW_LOCAL_ONLY flag
• No RPC_IF_ALLOW_SECURE_ONLY flag

2- securing the interface
• We are not sure

3- Registered binding authentication:
• The RPC server registers the authentication 



MS-NRPC Security 
B. In-Depth Analysis



67Strategies 

• The goal of our in-depth analysis is to leverage reverse engineering techniques to assess the security of the RPC server 
under the MS-NRPC interface

• The interface is accessible through the LSASS process, specifically via the Netlogon DLL

• We have two approaches for the analysis:

1- Automated Tools Approach:

Use automated tools to gather information about the interface
Follow up with deeper investigation using IDA for further analysis

2- Direct IDA Approach:

Go straight to IDA and manually locate the interface and its related security mechanisms



68Strategies
1. PE RPC Scraper automated tool

• The interface has 59 functions 
• The interface has no security descriptor, security call back, and set of flags which equal to 0x91 
• The flags: 

RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH | RPC_IF_SEC_CACHE_PER_PROC | RPC_IF_AUTOLISTEN 

https://github.com/akamai/akamai-security-research/tree/main/rpc_toolkit/pe_rpc_if_scraper



69Strategies
2. IDA like superhero 

• Personally I am not a big fan of automated tools in RE 

• Let’s load netlogon inside IDA and start our investigation 



70Strategies
2. IDA like superhero 
A. Locate the interface 

• After doing some RE we can determine the interface registration function which is 
RpcServerRegisterIf3 

• The UUIID is identical to nrpc interface 



71Strategies
2. IDA like superhero
B. Endpoint registration 

• From analysis we can see that we have three endpoints: 
1- Named pipe: through lsass
2- ALPC: NETLOGON_LRPC with security descriptor 
3- TCP dynamic endpoint 



72Strategies
2. IDA like superhero
B. interface registration 

• It used 0x91 as flags which are
RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH | RPC_IF_SEC_CACHE_PER_PROC | RPC_IF_AUTOLISTEN 

• It has security callback 
• It has SECURITY DESCRIPTOR (not like automated tool’s output) 



73Strategies
2. IDA like superhero
C. Binding Authentication

• 0x44 will bind to RPC_C_AUTHN_NETLOGON (Netlogon authentication service)



74Strategies
2. IDA like superhero
D. Security callback 

• For the previous opnums that can be accessed without authentication, all of them pass the access matrix check



75Strategies
2. IDA like superhero
D. Security callback 

The IDA decompile tab for this function is not accurate. Therefore, let’s move to assembly for analysis



76Strategies
2. IDA like superhero
D. Security callback (inner condition) 

• The code will verify if the product is a Domain Controller (DC). If it is, the execution will continue, and it will return 0

• If the product is not a DC, additional checks will be performed 
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2. IDA like superhero
D. Security Descriptor

• Security descriptor is set up by calling another function that contains many instructions 

• The following groups of users have read access: Anonymous Logon, Everyone, Restricted Code, Built-in Administrators, 
Application Package, and a specific SID
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2. IDA like superhero
D. Security Descriptor

• We have two options for checking the security descriptor:

1- Use a memory search to look for the well-known value inside the header of the relative security descriptor
2- Check the security descriptor for the ALPC  endpoint, as it shares the same security descriptor as the interface

https://www.powershellgallery.com/packages/NtObjectManager/1.1.32



79Conclusion for this part:
1- Registration flags:

• It has three flags
RPC_IF_ALLOW_CALLBACKS_WITH_NO_AUTH | RPC_IF_SEC_CACHE_PER_PROC | RPC_IF_AUTOLISTEN 

• It has security callback which in our case it’s used to check if we will pass the check against the access array

2- Securing the interface:

• The interface has a security descriptor (SD) that permits multiple user 
groups to connect, including anonymous users. Since we are using no authentication,
the access check will be performed against the anonymous user, allowing access 
to the interface’s functions

3- Registered binding authentication:

• The RPC server registers the authentication under netlogon authentication service 



X: @haider_kabibo
https://github.com/klsecservices


